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REQUIRED ITEMS:

e Latest version of the autolnstallViasat.zip file from https://equide.field.viasat.com/staging-
quide-ubiquiti-ap/

e Ubiquiti AP (note — AP must be factory reset before beginning the software installation

process)

Laptop with internet connection and RJ45 ethernet port.

2 Ethernet cords

Something thin and rigid (such as a paperclip) to reset the AP

A working outlet with reliable power
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One-time steps for initial laptop setup:

1. Open a web browser and
navigate to Python
https://www.python.org/down

loads/release/python-379/ & python” o R -

*NOte - Sklp tO Step 8 |f PythOn |S About Downloads Documentation
already installed.

Community Success Stories News Events

Python 3.7.9

Release Date: Aug. 17,2020

Python 3.7.9 is the latest security fix release of Python 3.7

Note

Python 3.8 is now the latest feature release series of Python 3. Get the latest release of 3.8 x here. Python 3.7.8 was the last bugfix
release for 3.7. Python 3.7 is now in the security fix phase of its life cycle. Only security-related issues are accepted and addressed
during this phase. We plan to provide security fixes for Python 3.7 as needed until mid 2023, five years following its initial release.

Security fix releases are produced periodically as needed and are source-only releases.

2. Scroll to the files section of
the page and select the Files
“executable installer” file that
corresponds to your

Version Operating Description MD5 Sum
operating system. Sydierk

Gzipped source tarball Source release bed9of22cfs3le

XZ compressed source tarball  Source release 389d3ed26bad

macOS 64-bit installer Mac OS X for 0S X 10.9 and 4b544fcDac8c3

later

Windows help file Windows 1094c8d9438a

Windows x86-64 embeddable  Windows for 60f77740b300:

zip file AMDG4/EMB4T/x64

Windows x86-64 executable Windows for T083fed513c3c

installer AMDG4/EMB4T/x64

Windows x86-64 web-based Windows for da0bl7ae84d6

installer AMDGE4/EME4T/x64

Windows x86 embeddable zip Windows 97ce558d479d

file

Windows x86 executable Windows 1e6d31c98c68¢

installer

Windows x86 web-based Windows 22f68f09e533¢:

installer
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3. | Navigate to your downloads
folder and double click the

¥4 < | Downloads = ] X
downloaded python file. The Home  Share  View e
Python 3.7.9 |nSta”er Wl” €« v B * » ThisPC » Downloads v Search Downloads el
appear s Name Date modified Type Size &
v UICK access
I Deskt ¢ autolnstallViasat 2 11/4/2020 3:31 PM Compressed (zipp... 19,263 KB
‘ Des i o python-3.7.9-amd64 11/4/2020 1:43 PM Application 26,310 KB
ownloads ' 4
4. Make sure both “Install
launcher for all users s Python 3.7.9 (64-bit) Setup - X
(recommended)” and “Add )
Python 3.7 to PATH” are Install Python 3.7.9 (64-bit)
Selected Select Install Now to install Python with default settings, or choose
' Customize to enable or disable features.
% Install Now
L\\? Ci\Users\lcummings\AppData\Local\Programs\Python'\Python37
Includes IDLE, pip and documentation
Creates shortcuts and file associations
= Customize installation
Choose location and features
python
for Install launcher for all users (recommended)
i Add Python 3.7 to PATH Cancel
WINOOW
5. Click Install Now.
G5 Python 3.7.9 (64-bit) Setup - X
Install Python 3.7.9 (64-bit)
Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.
@ Install Now
I} C\Users\lcummings\AppData\Local\Programs\Python\Python37
Includes IDLE, pip and documentation
Creates shortcuts and file associations
= Customize installation
Choose location and features
python
for Install launcher for all users (recommended)
windows Add Python 3.7 to PATH Cancel
6. Installation will begin.
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complete, a “Setup was
successful” screen will
appear.

s Python 3.7.9 (64-bit) Setup - X
) Setup Progress
Installing:
Python 3.7.9 Test Suite (64-bit)
F
python
for
windows -
7. When the installation is
1Y 7 — |

pgthf(_)n

Setup was successful

Special thanks to Mark Hammond, without whose years of
freely shared Windows expertise, Python for Windows would
still be Python for DOS.

MNew to Python? Start with the online tutorial and
documentation.

See what's new in this release.

% Disable path length limit
Changes your machine cenfiguration to allow programs, including Pythen, to
bypass the 260 character "MAX_PATH" limitation.

windows Close
8. After the installation is
complete, restart your yy ool e
comPUter. (0 Adobe Acrobat Distiller DC
Sleep
Shut down
Restart
Y
@) Adobe Creative Cloud
Adobe lllustrator 2021
g of @
9. | After your computer is
rebooted, open Command
Prompt.
Viasat Inc. Proprietary & Confidential 5/14



Ubiquiti WIM AP Staging Guide

Revision: 2020.12.08 - EN

Al Apps  Documents Neb  More ¥ &

Best match

- Command Prompt
App I}

Settings

Command Prompt
= Replace Command Prompt with A
Windows PowerShell when using

Search work and web

Cpen
£ cmd - see work and web results > )
~0U  Run as administrator
) Open file location
& pin to Start
< Pin to taskbar
L emd|

10. | In the Command Prompt
window, type plp3 list and Bl Command Prompt - O >
press enter. This will verify oft Windows [Version 10.8.177
whether or not the paramiko ) 2818 Microsoft Corporation. All
module is installed.
C:A\WINDOWS\system32>pip3 listg
NOTE: for some computer
copy/paste does not work in
the command prompt and
text must be typed in
manually.
11. | If you see paramiko listed
(as shown to the right), .
Command Prompt
proceed to step 12.
Microsoft Windows [Version 10.0.17763.1518]
(c) 2018 Microsoft Corporation. All rights reserved.
C:\WINDOWS\system32>pip3 list
Package Version
becrypt 3.
cffi 1.
cryptography 3.
paramiko 2.
P1p 2
pycparser 2.
PyNaCl 1.
setuptools 4
six 1.
12. | If you do not see paramiko

listed, type pip install
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‘“paramiko==2.7.2" and
press Enter. Make sure to
add the quotation marks for
this text.

When the installation is
complete, Command Prompt
will display “successfully
installed paramiko — 2.7.2”
as shown.

Steps to be completed for each AP:

13.

Plug one end of an ethernet
cord into the AP ethernet
port.
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14.

Plug the other end of the
ethernet cord into the POE
port of the AP PoE injector
and connect to a working
power outlet.

15.

Factory reset the AP by
using a narrow object to
press and hold the reset
button until the status light
turns off. This will take 5-20
seconds.

Release the Reset button
once the status light turns
off.
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16. | Connect a second ethernet
cord to the “LAN” port of the i
AP power brick. / " ‘
17. | Connect the other end of this
ethernet cord to the laptop or
computer with Python
downloaded.
18. | Manually configure the
|aptop IP address and All Apps Documents Web More KTJ
Subnet mask. Please note Best match
that thls process may Vary by 7 Network and Sharing Center -
. = :
operating system. Spemsetngs | e
Settings Network and Sharing Center
Open the laptop’s Network @ WicFisettings > System settings
and Sharing Center or T Ethernet settings >
Network Connections. %@ VPN settings > = Open
& Change proxy settings >
*Note — If staging more than @ Proxy settings > Get auickhelp from web
one AP’ th’s step only need.s @ Use automatic proxy configuration 5 Traubleshooting network connection issues
to be completed once. If this & on _
ange manual proxy server settings >
step has been completed, earch ok e
Sk’p to Step 26. /O network - See work and web results >
Apps (3)
Folders (1+)
Videos (1+)
£ network]
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19. | Click Change adapter
settings/options.

5 Network and Sharing Center
4 8 « All Cont

Control Panel Home

Change adapter settings

Change advanced sharing
settings

Media streaming options

rol Panel ltems > Network and Sharing Center v & Search Control Panel »r
View your basic network information and set up connections
View your active networks

Access type: Internet

corp.viasat.com

Domain network Connections:

¥ Cisco AnyConnect Secure
Mobility Client Connection

Pancakes 2 Access type: No Internet access
Public network Connections: .l Wi-Fi 2 (Pancakes)
Unidentified network Access type: No network access
Public network Connections: § vEthemet (Default Switch)

Change your networking settings

{iG# Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; of set up a router of access point.

“Properties.”

- Troubleshoot problems

Infrared " Diagnose and repair network problems, or get troubleshooting information.

Internet Options

Windows Defender Firewall

20. | Right click the Ethernet
connection that is plugged & Network Connections - o X
IntO the AP Select 4 & « All Control Panel Items » Network Connections > v & Search Network Connections pel
Organize v Disable this network device Diagnose this connection Rename this connection  » &~ [

Bluetooth Network Connection 2

d

Ethernet 5
Network cable unp ugged
% @ TAP-Windows Adapter V

:4%3 el
(W

6items 1item selected

vice (Personal Area ..

‘: Cisco AnyConnect Secure Mobility L i Ethernet 3
— Client Connection pancakes

@7 corp.issat.com aﬂ’ Intel(R) Ethe| & Disable

BoL  vishemet DefauttSuitch) L Wi-Fi 2 Status
o Unidentified network o Pancakes 2 Diagnose
@7 Hyper-V Virtual Ethernet Adapter diﬂ Intel(R) Dual

O Bridge Connections

Create Shortcut
@ Delete
& Rename

I 9 Properties R

21. | From the list of connection
items, select Internet
Protocol Version 4
(TCP/IPv4) and click
Properties.

(1]

w

C

Networking  Sharing

This connection uses the following items:

Ethernet 3 Properties X

onnect using:

P Intel(R) Ethemet Connection 1219-LM #2

" File and Printer Sharing for Microsoft Networks A
Q05 Packet Scheduler

A Intemet Protocol Version 4 (TCP/IPv4)

. Microsoft Network Adapter Multiplexor Protocol

2 Microsoft LLDP Protocol Driver

4 Intemet Protocol Version 6 (TCP/IPvE) v

< >
= —

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel
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22. | Select Use the following IP
address and type the
following:

IP address: 192.168.1.254
Subnet mask: 255.255.255.0
Default Gateway: Leave
blank

Click OK.

Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(") Obtain an IP address automatically

I@ Use the following IP address: I

IP address: | 192.168 . 1 .254 |

Subnet mask: [ 255.255.255. 0 |

Default gateway: | . . . }
Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

]
. . 1

Advanced...

Carel

23. | From the network and
sharing center, disable all
network adapters (including
Wi-Fi) other than the
Ethernet connection to the
AP.

To turn off Wi-Fi, right click,
then select Disable.

WIFI MUST BE
TURNED OFF OR
THIS PROCEDURE
WILL FAIL AND
DEVICE COULD
POTENTIALLY BE
BRICKED

& Network Connections

s ﬁ-! <« Net.. » NetworkCo...

Organize v Connect To Disable this network device Diagnose this connection  » S » [Tl

Bluetooth Network Connection 2 L-'

Not connected -4
Bluetooth Device (Personal Area ... >
Ethernet 3 -
N
g _ Network cable unplugged E‘-«
i~ Intel(R) Ethernet Connection 1219.., X -~
vEthernet (Default Switch) L"'.
UnlJent\f\ed network S~
@ Hyper-V Virtual Ethernet Adapter il

v & | Search Network Connections P

Cisco AnyConnect Secure Mobility
Client Connection
CCTF.’.\&Sﬂt.CCrﬂ

Ethernet 3
Network cable unplugged
TAP-Windows Adapter V9
Wi-Fi2

Pancakes 2

Intel(R) Dua\Bal & Disable %
Connect / Disconnect

Status

Diagnose

G Bridge Connections

Create Shortcut

g Delete
) Rename

G Properties

Viasat Inc. Proprietary & Confidential

11/14



Ubiquiti WIM AP Staging Guide

Revision: 2020.12.08 - EN

24. | To ensure that only the AP is
connected, type ipconfig
/all | find “192.168.1”

then press enter.

You should only see one
connection (IPv4), as
displayed here.

If you see more than one
connection (such as Default
Gateway, DHCP Server),
return to the previous step.

NEVER PRESS THE
ENTER KEY MORE
THAN ONCE

ion 108.0.]
poration. All

pconfig /a

version 16.8.17763.1518]
ration. All rights

}2>ipconfig /all |find "192.168.1"
H 1

ved.

.145(Preferred)

1

25. | Locate the
autolnstallViasat.zip file on

MName Date modi
your_compUter' nght click ¢ autolnstallViasat 2 11/7/2020
the file and select Extract All. Open
Open in new window
This file can be downloaded
at . ' ' 7-Zip >
https://equide.field.viasat.co CRC SHA S
m/staging-quide-ubiquiti-ap/
26. | Select a location for the

extracted files and click # Bdract Compressed (Zipped) Folders
Extract.

Select a Destination and Extract Files

Files will be extracted to this folder:

C:\Users\lcummings\Desktop\Ubiquiti Auto Upgrade

Show extracted files when complete

Cancel
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27.

In command prompt, type cd
and press the space bar
(there must be a space after
“cd”), then drag and drop the
folder containing the
extracted files into command
prompt, then press enter.

28.

Command prompt should
now display the location of
the extracted files. (Verify
that command prompt looks
like the example photo)

EX Command Prompt - m] X

quiti Auto Install\autoInstallviasat 2"

29.

Press Enter.

E¥ Command Prompt - m] *

\lcummin

30.

Type python
autoUpgradeViasat.py

then press enter.

Note — if you have more than
one version of Python installed,
you will need to type python3
autoUpgradeViasat.py

BE¥ Command Prompt

31.

The install will begin. This
will take 15 to 20 minutes to
complete.

*Note - It is important that
the computer does not go to
sleep during this time.
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32.

When the program displays
“KeyboardInterrupt”
(CTRL/C) to exit! the status
light on the AP will begin
flashing.

If an error occurs and
“KeyboardInterrupt”
(CTRL/C) to exit! never
appears, repeat step 29.

33.

Wait until the status light
stops flashing and turns
solid blue. This may take 5
to 10 minutes.

After this, the install is
complete and the AP can be
disconnected.
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