Ubiquiti AP Normalization Guide:

1. Download and install Winscp and Putty (if not already installed)
a. Winscp can be found at: https://winscp.net/eng/download.php

« |Improvements to sessions and workspace management, so that WinSCP can now easily restore tabs that were open when it was last closed.
« Hardware-accelerated AES.

« Extension Archive and Download to archive remote files and download the archive.

« |Improvements to Synchronization checklist window.

« Allowed sorting of find results.

* SSH core upgraded to PuTTY 0.73.

« The binaries are signed with new EV certificate valid until February 2023.

List of all changes.

DOWNLOAD WINSCP 5.17.10 (10.6 MB)

1,474,624 downloads since 2021-81-26 What is this

OTHER DOWNLOADS

b. Putty can be found at:
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

(
Package files

You probably want one of these. They include versions of all the PuTTY utilities.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

MSI (“Windows Installer”)

32-bit: putty-8.74-installer.msi (or by FTP) (slgnature)
64-bit: putty-64bit-8.74-installer.msi (or by FTP) (signature)

Unix source archive
.tar.gz: putty-@.74.tar.gz (or by FTP) (signature)

2. Plugin AP to be normalized into your computer with an RJ45 cord.

a. WiFi needs to be turned OFF!
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https://winscp.net/eng/download.php
https://www.chiark.greenend.org.uk/%7Esgtatham/putty/latest.html

3. Open winscp and change the following:

4.

a. Protocol: Switch to SCP

b. Host name/IP: 192.168.1.20

c. Port:22

d. Username: ubnt, and password: ubnt
e. Press Login/Connect

‘;'L_ — x

=i New Site Session
File protocol:
SCcp v

Host name: Port number:

192.168.1.20 | 23

User name: Password:

|ubnt | |c.c¢

Save v Advanced... |V

Tools hd Manage hd Login ‘v Close Help

Show Login dialog on startup and when the last session is closed

Press “Yes” or “Accept”
Warning ? et

i, Continue connecting to an unknown server and add its host

key to a cache?

The server's host key was not found in the cache. You have no guarantee that the
server is the computer you think it is.

The server's RSA key details are:
Algorithm: ssh-rsa 2048
SHA-256: Adp)dCbbVfcz1Pa/88SUBC190WMI080jxg6W3pe9dF6o=
MD5: 8d:f3:86:ec:5b:f1:ef:14:ch:7e:16:61:93:3b:4d:49

If you trust this host, press Yes. To connect without adding host key to the cache,
press No. To abandon the connection press Cancel.

Copy key fingerprints to clipboard

Yes ‘V No Cancel Help



5. On the right-hand side, go to top directory “root” in drop down and double click ‘tmp’ folder
a. On the left side open up the folder containing the unzipped AP image files
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b. Transfer the bin (BZ) file by dragging it to the tmp folder and press “OK”
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i. DO NOT drag it into a folder within ‘tmp’, if you do the file must be deleted from

that folder.
& o 168.1.20 - WinSCP - O X
Local Mark Files Commands Session Options Remote Help
o) % @ Synchronize | Bl l;? & & EF Queue v - Transfer Settings Default © 52? ©
& ubnt@192.168.1.20 (tmp) X & ubnt@192.168.1.20 (tmp) X @ New Session
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C\Users\kbarri\Documents\Community Wi-Fi\autolnstallViasat\ /tmp/
Name Size Type Changed Name Size Changed Rights Owner
. Parent directory 11/9/2020 3:48:39 PM | 1/1/1970 PWXF-XT=X ubnt
__pycache__ File folder 11/9/2020 3:48:39 PM utermd 9/14/2020 12:09 AM PWXF-XT-X ubnt
E autoUpgradeViasat.py 13 KB Python File 11/9/2020 3:43:52 PM O BZ.qca956x.v3.7.58.63... 7,583 KB 11/9/2020 TW-T--T-- ubnt
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\j BZ.qca956x.v3.7.58.63... 7,583 KB BIN File 11/9/2020 3:43:52 PM Ij sysinit.txt 10KB 1/1/1970 PW-r--1-- ubnt
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6. Open putty and enter the same IP and port as entered into winscp and press ‘open’
PuTTY Configuration ? X

Category:

—I Session Basic options for your PUTTY session
—J Terminal
- Keyboard Host Name (or IP address) Port

- Bell 192.168.1.20) ‘ ‘22
- Features _
— Window C;Emnectmn E,:pe: - ,_, .

- Appearance (_JRaw (_)Telnet (_)Rlogin (®)SSH (_)Sernal
- Behaviour
- Translation

+ Selection Saved Sessions

----- Colours

—| Connection :
- Data Default Settings Load

Specify the destination you want to connect to

Load, save or delete a stored session

- Proxy

- Telnet Save
- Rlogin

1 SSH Delete

----- Serial

Close window on exit:

—

()Aways ( )Never  (®) Only on clean exit

About Help Cancel

a. Press “ok”/"yes”
PuUTTY Security Alert X

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 8d:f3:86:ec:5b:f1:ef:14:cb:7e:16:61:93:3b:4d:49
If you trust this host, hit Yes to add the key to

PUTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

b. Type in username ‘ubnt’ and press Enter
22 192.168.1.20 - PUTTY — O X




c. Typein “ubnt” as password (it won’t show on screen) and press enter. Verify the
following screen appears:

>uilt-in shell (ash)

d. Type ‘fwupdate.real -m /tmp/BZ.qca956x.v3.7.58.6385.170508.0957.bin’ and press
enter
i. Thereis a tab shortcut they can use once starting to type a filename
ii. ONLY PRESS ENTER ONCE - if interrupted the device may break.
iii. DO NOT LET CONNECTED DEVICE LOSE POWER OR THE AP MAY BREAK
iv. Takes 2 minutes max
v. ltis supposed to timeout and a “network failure” error will likely appear, this is

8. Open command prompt and type ‘ping 192.168.1.20 -t’ and press enter
a. Verify that it gets a reply then exit (does not need to stop, will continue endlessly with
replies)

: \WINDOWS\system32>ping 192.168.1.20 -t

Pinging 192.168.1.20 with 32 bytes of data:
Reply from 192.168.1.20: bytes=32 time<lms

eply from 192.168.1.20: bytes=32 time<ims
eply from 192.168.1.20: bytes=32 time<lims




9. Afterwards, reopen Putty

a. Right click the icon in top left corner and press “New Session”
22 192.168.1.20 - PuTTY

=]

b. Reenter login credentials
10. Open winscp

Restore
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Close
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About PuTTY

a. Click “Session” = “Restore Session”
b. Transfer ‘openwrt- 19.07..." to the ‘tmp’ folder
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11. Return to Putty
a. Enter ‘cat /proc/mtd’ and press enter

b. Take note of which mtd# the “bs” is assigned to (usually mtd4) for later reference
Enter ‘mtd write /tmp/openwrt-19.07.3-ath79-generic-ubnt_unifiac-mesh-squashfs-
sysupgrade.bin kernel0’ and press enter once

i. ONLY PRESS ENTER ONCE (ALWAYS)
ii. Tab shortcut doesn’t get the ‘kernel0’ — this needs to be typed.

e. Type ‘dd if=/dev/zero bs=1 count=1 of=/dev/mtd4’ — use the mtd assigned to ‘bs’
instead of 4 if it is different and press enter.
i. Verify 1+0 record in and out

ii. May be a way to make the mtd selection automated, but don’t worry about it
for now
f. Type “reboot’ and press enter. Wait for # line




12. Open command prompt
a. Type ‘ping 192.168.1.1 -t’ this has changed from the .20 used before!
b. Verify it gets a reply then exit

13. Open winscp
a. Exit out of winscp then reopen to new session

b. Enter 192.168.1.1
c. Username: root, leave password blank
d. Port:22
e. Pressconnect
& Login X
& New Site Session
File protocol:
SCP L d
Host name: Port number:
[192.168.1.1 | 27
User name: Password:
[roo || |
Save |V Advanced... ‘v
Tools v Manage hd Close Help
Show Login dialog on startup and when the last session is closed
Warning ? X

A\ Continue connecting to an unknown server and add its host
“~  key to a cache?

The server's host key was not found in the cache. You have no guarantee that the
server is the computer you think it is.

The server's RSA key details are:
Algorithm: ssh-rsa 2048
SHA-256:  AdpldCbbVfcz1Pa/88SUBC190WMI080jxgbW3pe9Fbo=
MD5: 8d:f3:86:ec:5b:f1:ef:14:ch:7e:16:61:93:3b:4d:49

If you trust this host, press Yes. To connect without adding host key to the cache,
press No. To abandon the connection press Cancel.

Copy key fingerprints to clipboard

Yes |v No Cancel Help



14. Same viasat image file folder on left and ‘tmp’ on the right

‘ 7’ £ 1 ’
a.Transfer ‘openwrt-ath79..." file to ‘tmp
“ autolnstallViasat - root@192.168.1.1 - WinSCP - o X
local Mark Files Cammands Session Options Remote Help
R & (g synchronize BB G® [ & ¥ Queue +  Transter Settings Default @ -
B root@192.168.1.1 3¢ B New Session
| My documents - (3 -[Fl- "2 Q@& mp S8 CE DR @ FindFiles T iem -
w5l Upload ~ [ edit = 3 L7 |7 mroperties =9 New+ “[H = New~ “[H
B WA-F Jump/
Hame Size Type Changed Name Size Changed Rights Cumer
a Parent directory 11/9/2020 3:48:39 PM a. 1111970 12:00:07 AM TWRT-KI-X ool
_pycache_ File folder 11/9/2020 3:48:39 PM dnsmasa.d 5AB/2020 6:32:29 PM WO KT X root
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opemwrt-19.07 3-ath/... AZ85 KB BIN File 11/9/2020 lodk 5A16/2020 6:33:16 PM TWORTKE-X root
_| BZ.qea®56xy3.7.58.63, 7.583 KB BIN File 11/9/2020 3:43:5 log 5/16/2020 G:32:20 PM PWRT-KT-X root
oot 1711970 12:00:07 AM WRT-KT-X root
un 5/16/2020 6:36:22 PM TWRT-KE X ool
shm 11970 12:00:01 AM rwarvrad oot
state SAB2020 63247 PM WO KT X root
sysinfo 17171970 12:00:03 AM W RT % root
tmp S5/16/2020 6:32:20 PM TWRT-KE-X oot
" buardjsen 1KB 1711970 12:00:04 AM oot
dhepleases OKS 571672020 6:32:29 PM root
| openvt ath79 generi. 7681 KB 11/9/2020 11:43:52 PM W root
resahy.conf 1KB 5/16/2020 f:32:57 PM - root
7 resolv.contauto 0KB 5/16/2020 6:32:20 PM ool
Tz 1KE 5/16/2020 6:32:27 PM wr-T—- oot
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Ll SCP 0:01:18
H H H H ", ”
15. Go back to Putty and click new session. Enter the same new credentials as above and click “yes”.
& PuTTY Configuration ? X
Category:
[ Session | Basic options for your PuTTY session |
“-Logging
Specify the destination you want to connect to
= Terminal fy y
- Keyboard Host Name (or IP address) Port
-Bell [192.168.1.1] |22 |
- Features
= Window Connection type: . .
Appearance (ORaw () Telnet () Rlogin (®SSH () Serial
Behaviour .
Load, save or delete a stored session
Translation
- Selection Saved Sessions
- Colours | ‘
= Connection
-Data Default Settings Load
- Proxy
- Telnet Save
-Rlogin
[+ SSH Delete
Serial
Close window on exit:
(O Aways ()Never  (®) Onlyon clean exit
PuTTY Security Alert X

The server's host key is not cached in the registry. You
! have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 8d:f3:86:ec:5b:f1:ef: 14:ch:7e:16:61:93:3b:4d:49

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the

connection.

Ves No




a. Type injust the login name “root” (no password required) and press enter
@ root@OpenWrt: ~ —

built-in shell (ash)

b. Type ‘sysupgrade -v -n /tmp/openwrt-ath79-generic-ubnt_unifiac-mesh-squashfs-
sysupgrade.bin’ and press enter

c. Press OKto any error messages

d. Press Accept —should read closing all shell sessions. Once you see the below the AP has
been staged.

neric-ubnt unifiac-mes

DONE!

If at any point during the process the device cannot be reached or if you want to check if device is
bricked it will no longer appear on either IP, but once the process is complete it won’t appear on
those IPs either.

This process stages the device as well as fixes it!



